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In this talk we explore how the formulation of classical estimation problems needs to be
revisited to address scenarios where sensors are prone to attacks. By considering the joint
design of estimators and attack policies, we obtain “resilient” estimators that use redundancy in
an optimal fashion. While the design and construction of these optimal resilient estimators may
be computationally expensive, we shall see that it is often possible to find quasi-optimal
solutions that are computationally attractive. For concreteness, we illustrate these ideas in a
case study involving the estimation of power system oscillations using Phase Measurements
Units.
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